TITAN Al - CONDUIT - CHANGE REQUEST

CHGO0030006 — [TITAN] Critical — security on
s3-titan-customer-exports

Severity Critical Priority 1 - Critical

Cloud AWS State New

Resource s3-titan-customer-exports Group infrastructure_operations
Resource type AWS::S3::Bucket Change type  Normal

Opened 2026-04-21 14:36:43 Closed 2026-04-21 14:36:43
CAB required Yes Close code —

Security Finding

S3 bucket 's3-titan-custoner-exports' has publicly accessible objects via Bl ockPublicAcl s=fal se —
exports of customer Pl are exposed.

Justification

S3 bucket 's3-titan-custoner-exports' has publicly accessible objects via Bl ockPublicAcl s=fal se —
exports of customer Pl are exposed.

Implementation Plan

1. Pre-change snapshot captured by TITAN (auto-roll back avail able).

2. Execute fix command:

aws s3api put-public-access-bl ock --bucket s3-titan-custoner-exports

--public-access-bl ock-configuration

Bl ockPubl i cAcl s=true, Bl ockPubl i cPol i cy=true, | gnorePubl i cAcl s=true, Restri ct Publ i cBucket s=true
3. TITAN FORGE verifies the fix was applied.

4. Post-change rescan by Tl TAN SCOUT —fi ndi ng nust no | onger appear.

5. Close ticket with Successful close_code.

Risk & Impact Analysis

Ri sk | evel: H GH business risk —active exposure; fix required inmmediately.

Busi ness inpact if unrenedi ated: Potential data exfil, privilege escalation, or conpliance breach.
Scope: single resource (s3-titan-custoner-exports).

Bl ast radius: change is idenpotent; pre-change snapshot captured by TITAN, auto-rollback avail able
if rescan fails.

Fi nding detail: S3 bucket 's3-titan-custoner-exports' has publicly accessible objects via

Bl ockPubl i cAcl s=fal se —exports of custoner Pl are exposed.

Backout / Rollback Plan

1. TITAN aut o-captured snapshot of s3-titan-custoner-exports before change (baseline:
titan-1ive-denn-20260421T7213642Z7) .
2. I f post-change rescan still shows the finding OR a new i ssue appears within 15 mn:

a. TITAN FORGE fires rollback automatically using stored snapshot.

b. Incident reopens and escal ates to on-call.

3. Manual rollback command path (human override) is docunented in close notes.
Test Plan

1. TITAN SCOUT rescans s3-titan-custoner-exports i nmediately after FORGE applies the change.
2. PASS criteria: the specific finding no | onger appears in SCOUT results.



3. PASS criteria: no new CRITICAL or H GH findings introduced by the change.
4. Autonated conpliance check: H PAA/PCl/SOC2 controls re-eval uated.
5. If any check fails, backout plan fires autonatically.

Recommended Fix Command

aws s3api put-public-access-bl ock --bucket s3-titan-custoner-exports
--public-access-bl ock-configuration
Bl ockPubl i cAcl s=true, Bl ockPubl i cPol i cy=true, | gnorePubl i cAcl s=true, Restri ct Publ i cBucket s=true

Compliance Mapping

H PAA §164.312(e)(1), PCl DSS 3.4, SOC 2 CC6.1, CIS 1.x | AM

Al Close Notes

(enpty)

TITAN Al LLC - CONDUIT Agent - Patent Pending USPTO 19/645,524 - Generated 2026-04-22 00:32 UTC



