TITAN Al - CONDUIT - CHANGE REQUEST

CHGO0030111 — [TITAN] High — encryption on
s3-banking-wire-instructions

Severity High Priority 2 - High

Cloud AWS State Assigned

Resource s3-banking-wire-instructions Group security_engineering
Resource type AWS::S3::Bucket Change type  Normal

Opened 2026-04-22 19:13:22 Closed 2026-04-22 19:13:22
CAB required Yes Close code —

Security Finding

Wre-instruction S3 bucket has server-side encryption disabled —wire fraud staging ground. SWFT
CSP 1.2, PCI DSS 3.4, and Fed Reserve Operating Circular violation.

Justification

Hi gh: Wre-instruction S3 bucket has server-side encryption disabled —wire fraud staging ground.
SWFT CSP 1.2, PCl DSS 3.4, and Fed Reserve Operating Circular violation.

Implementation Plan

1. Pre-change snapshot captured by TITAN (auto-roll back avail able).

2. Execute fix command:

aws s3api put-bucket-encryption --bucket s3-banking-w re-instructions
--server-side-encryption-configuration '{"Rul es":[{"Appl yServer Si deEncrypti onByDefaul t": {" SSEAl go
rithm':"aws: kns", " KMSMast er Keyl D': "al i as/ banki ng-wires"}}]1}"'

3. TITAN FORGE verifies the fix was applied.

4. Post-change rescan by Tl TAN SCOUT —fi ndi ng nust no | onger appear.

5. Close ticket with Successful close_code.

Risk & Impact Analysis

Ri sk level: MEDIUMH CH risk —mnisconfiguration with realistic exploit path.

Busi ness inmpact if unrenediated: Increases attack surface; auditor finding |ikely.

Scope: single resource (s3-banking-wi re-instructions).

Bl ast radius: change is idenpotent; pre-change snapshot captured by TITAN, auto-rollback avail able
if rescan fails.

Finding detail: Wre-instructi on S3 bucket has server-side encryption disabled —wire fraud
staging ground. SWFT CSP 1.2, PClI DSS 3.4, and Fed Reserve Operating G rcular violation.

Backout / Rollback Plan

1. TITAN aut o-captured snapshot of s3-banking-w re-instructions before change (baseline:
titan-banki ng- denp-20260422T2019227) .
2. I f post-change rescan still shows the finding OR a new i ssue appears within 15 mn:

a. TITAN FORGE fires rollback automatically using stored snapshot.

b. Incident reopens and escal ates to on-call.

3. Manual rollback command path (human override) is docunented in close notes.
Test Plan

1. TITAN SCOUT rescans s3-banking-wire-instructions imedi ately after FORGE applies the change.
2. PASS criteria: the specific finding no | onger appears in SCOUT results.



3. PASS criteria: no new CRITICAL or H GH findings introduced by the change.
4. Autonated conpliance check: H PAA/PCl/SOC2 controls re-eval uated.
5. If any check fails, backout plan fires autonatically.

Recommended Fix Command

aws s3api put-bucket-encryption --bucket s3-banking-w re-instructions
--server-side-encryption-configuration '{"Rul es":[{"Appl yServer Si deEncrypti onByDefaul t": {" SSEAl go
rithm':"aws: kns", " KMSMast er Keyl D': "al i as/ banki ng-wires"}}]1}"'

Compliance Mapping
H PAA §164.312(e)(1), PCl DSS 3.4, SOC 2 CC6.1

Al Close Notes

TI TAN CONDUI T opened this high encryption change request and assigned it to the banki ng _conpliance
group for review. STATE: ASSI GNED —awai ting human action. Per TITAN Al policy (and Kazm rule,
2026-04-22), configuration changes are NEVER auto-applied and change tickets are NEVER aut o-cl osed
by TITAN. The assigned group reviews the recommended fix, schedul es a CAB-approved change w ndow,
applies the fix manual ly, validates via SCOUT rescan, and closes this ticket thenselves. TITAN
docunents and routes —the human owns the change from here.
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